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BOGNOR REGIS TOWN COUNCIL 
SOCIAL MEDIA POLICY FOR COUNCILLORS
Adopted by the Council at its Meeting held on 7th September 2026





Introduction
Social media is an important communication tool which enables the Council, Councillors and the wider community to engage quickly and effectively.

This policy sets out how Bognor Regis Town Council expects social media to be used by Councillors in a lawful, respectful and responsible manner.

Social media can provide significant benefits including increased public engagement, improved transparency, wider accessibility of information and more immediate communication with residents. However, it also presents risks relating to reputational damage, misinformation, data protection breaches, safeguarding concerns, harassment and legal liability.

This policy is intended to support the positive and responsible use of social media whilst protecting the Council, Councillors, Officers and members of the public.

For the purposes of this policy, “social media” includes websites, applications and online platforms which enable users to create, share or comment on content. This includes, but is not limited to, Facebook, X (formerly Twitter), Instagram, LinkedIn, YouTube, TikTok, blogs, online forums, messaging applications and comments posted on news articles or public forums.

This policy should be read alongside:

· The Councillor Code of Conduct;
· The Council’s Data Protection (GDPR) Policy;
· The Council’s Equality Policy;
· The Council’s Bullying and Harassment Policy; and
· Any relevant legislation or statutory guidance.

Benefits and Risks

The following potential benefits have been identified with the use of social media: 

· Ability to connect with harder-to-reach groups; 
· Real-time updates on emerging situations (i.e. as they happen); 
· Heightened level of interactivity; 
· Low cost in comparison with traditional forms of media; 
· Enhanced transparency; 
· Building a sense of belonging in a neighbourhood; 
· Increased resident satisfaction levels; 
· Help to reduce social problems like vandalism or racism. 

The following risks have been identified with the use of social media: 

· Virus or other malware (malicious software) infection from infected sites; 
· Disclosure of confidential information; 
· Damage to the reputation of the Council; 
· Social engineering attacks or “phishing”. This is the act of manipulating people into disclosing confidential material or carrying out certain actions. Social engineering is often conducted by individuals fraudulently claiming to be a business or client; 
· Bullying or witch-hunting; 
· Civil or criminal action relating to breaches of legislation; 
· Breach of safeguarding through the use of images or personal details leading to the exploitation of vulnerable individuals.

Scope
This policy applies to all Councillors.
It applies to the use of social media:
· In an official Council capacity;
· In a personal capacity where the individual is identifiable as a Councillor; and
· Where content could reasonably be associated with the Council or affect the reputation of the Council.
This policy applies regardless of whether social media is accessed using Council equipment, personal devices or third-party systems.

Who is Responsible for this Policy?
The Town Clerk has overall responsibility for the implementation and operation of this policy, and overall administrative control of the Council’s corporate social media accounts unless delegated otherwise.
Councillors remain personally responsible for all content they publish or allow to remain visible on accounts under their control.

Corporate Social Media Accounts
The Town Clerk will have administrative control of the Council’s corporate social media accounts unless delegated otherwise.
Only authorised persons may post on behalf of the Council using corporate accounts.
Corporate social media accounts must be used in a lawful, professional and politically neutral manner and must not disclose confidential, exempt or personal information unlawfully.
The Council reserves the right to moderate, remove or restrict content or users where necessary to protect the Council, Councillors, Officers or members of the public from unlawful, abusive or inappropriate conduct.

Personal Social Media Use by Councillors
Councillors are entitled to use social media in a personal capacity.
Where a Councillor identifies themselves as a Councillor, or where their role is otherwise publicly known, they should make clear that views expressed are their own. Councillors must not make commitments, representations or statements on behalf of the Council unless specifically authorised to do so.
Councillors are encouraged to include wording such as:
“Views expressed are my own and do not necessarily reflect those of Bognor Regis Town Council.”
Use of the Council’s logo, branding or imagery on personal accounts or websites must only occur with the prior approval of the Town Clerk.
Councillors should carefully consider privacy settings and the potential for personal content to become public.
Councillors must not:
· Use anonymous accounts or pseudonyms to comment on Council matters in order to conceal their identity;
· Publish misleading or knowingly false information;
· Engage in bullying, intimidation or personal attacks; or
· Use social media in a way which may reasonably bring the Council into disrepute.

Standards of Conduct
Councillors must treat others with respect and professionalism when using social media.
Social media must not be used to publish, share, endorse or engage with content which may:
· Constitute harassment, bullying, threatening or discriminatory language or behaviour
· Damage the reputation of another individual through defamatory or untrue statements;
· Encourage unlawful activity;
· Breach safeguarding responsibilities; or
· Breach the Councillor Code of Conduct.
Councillors should be mindful that social media interactions may be permanent, publicly accessible and capable of being reproduced or shared outside of their original context.
Even deleted posts may remain recoverable through screenshots, archives or third-party sharing.

Information Governance and Data Protection
Councillors must not disclose confidential, exempt, sensitive or personal information through social media.
All personal data must be handled in accordance with:
· UK GDPR;
· The Data Protection Act 2018; and
· The Council’s Data Protection (GDPR) Policy.
Councillors must not:
· Share exempt committee reports or confidential briefing papers;
· Publish personal data without a lawful basis;
· Share information relating to employees, residents, complainants or contractors without appropriate authority;
· Publish photographs or information involving children or vulnerable individuals without appropriate consent or safeguarding consideration; or
· Use Council information for personal or political advantage.
· Where there is uncertainty regarding the appropriateness of publishing information, advice should be sought from the Town Clerk before publication.
· Councillors should also be aware that social media activity may be scrutinised through complaints processes, Code of Conduct investigations, legal proceedings, media reporting, and requests for information relating to Council-held records.
Councillors must respect copyright, intellectual property and licensing requirements when sharing content online. Images, videos, publications and other materials must not be used without appropriate permission or lawful authority. Where appropriate, sources should be acknowledged.

Security and Account Management
Councillors should take reasonable steps to secure their social media accounts.
This includes:
· Using strong and unique passwords;
· Enabling multi-factor authentication where available;
· Keeping devices and applications updated;
· Remaining alert to phishing, scams and impersonation attempts; and
· Avoiding the use of unsecured public networks where possible.
Councillors should not publish information which could compromise their personal safety, the safety of others or the security of Council premises or operations.
Any threats, abuse, harassment, impersonation or suspected security breaches should be reported to the Town Clerk and, where appropriate, the police or platform provider.

Elections and Political Activity
The Electoral Commission requires that candidates provide a return of expenditure on any form of advertising or campaign literature - and this includes web advertising. There are additional requirements, such as imprint standards, for materials which can be downloaded from a website. Full guidance for candidates can be found at www.electoralcommission.org.uk.
During periods of heightened sensitivity, including pre-election periods, Officers will ensure that social media activity complies with applicable legislation and guidance concerning local authority publicity and political neutrality.
Corporate Council social media accounts must not and will not be used for party political purposes, including promoting or opposing any political party, candidate or campaign via political blogs, campaign websites or election material.

Best Practice Guidance
Councillors are encouraged to:
· Communicate respectfully and constructively;
· Correct inaccuracies carefully and professionally;
· Consider whether online discussions would be more appropriate through formal Council processes;
· Pause before posting where content is emotionally charged or controversial;
· Avoid engaging in prolonged hostile exchanges online;
· Consider whether humour, sarcasm or informal language could be misunderstood;
· Signpost residents towards official Council channels where appropriate; and
· Remember that their conduct online may affect public confidence in the Council.
Councillors should also be mindful that “liking”, sharing, reposting or endorsing content may reasonably be interpreted as approval or support for that content.
Councillors are reminded that passwords should be strong, unique and not shared with any other person.

Breaches of this Policy
Failure to comply with this policy may result in:

· Informal resolution or advice;
· Referral to the Monitoring Officer;
· Investigation under the Councillor Code of Conduct;
· Restriction or removal of access to Council-managed accounts; and/or
· Civil, regulatory or criminal action where legislation has been breached.
The Council reserves the right to request the removal of content which is considered inappropriate, unlawful or potentially damaging to the Council’s reputation or legal position.

Monitoring
This policy will be reviewed periodically to ensure that it remains up to date with changes in legislation, technology, social media platforms and best practice.
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