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BOGNOR REGIS TOWN COUNCIL ICT AND WEBSITE POLICY
Adopted by the Council at its Meeting held on 11th May 2026 


Introduction
Bognor Regis Town Council recognises the importance of effective, secure and resilient Information and Communications Technology (ICT) in supporting its statutory duties, daily operations and communications.

This Policy sets out the standards and responsibilities governing the use, management and security of Council ICT systems, email services, internet access and website provision. It should be read in conjunction with the Council’s Data Protection Policy, Information Security arrangements and relevant employment policies.

The Council is committed to ensuring that its ICT systems are secure, lawful, resilient, cost-effective and accessible, and that all users understand their responsibilities when using Council technology.


Scope

This policy applies to all Councillors, employees, volunteers, contractors, agency staff and any other individual authorised to access Council ICT systems.
It covers all Council-managed devices, networks, software, cloud services, email accounts, internet access, website administration and associated digital services.


Ownership and General Operation

All ICT hardware, software, systems, data and documentation created or used in connection with Council business remain the property of Bognor Regis Town Council.

The Council will maintain appropriate IT support arrangements and ensure that systems are managed in a secure and sustainable manner. An up-to-date ICT asset register will be maintained, and regular backups will be undertaken, including secure off-site or cloud storage. Disaster recovery and business continuity arrangements will be kept under review to minimise disruption in the event of system failure.

ICT risks will form part of the Council’s corporate risk management framework. Equipment and data will be disposed of securely and in accordance with approved procedures.


Legal and Regulatory Compliance

All ICT use must comply with relevant legislation, including:

· Data Protection Act 2018 and UK GDPR
· Computer Misuse Act 1990
· Copyright, Designs and Patents Act 1988
· Freedom of Information legislation
· Local Government legislation governing electronic communications

Unauthorised access, interference, copying or misuse of ICT systems may constitute gross misconduct and, in some cases, a criminal offence.

ICT

Acceptable Use of ICT Resources

Council ICT systems are provided primarily for official Council business. Limited personal use may be permitted where it is reasonable, does not interfere with work responsibilities, does not incur cost to the Council, and does not breach this policy.

Users must not use Council systems to:

· Access, create or distribute unlawful, offensive or defamatory material
· Infringe copyright or intellectual property rights
· Install unauthorised software or applications
· Deliberately introduce malware or attempt to bypass security controls
· Alter system configurations without authority
· Conduct political campaigning or party-political activity

All users are expected to exercise professional judgement and maintain the reputation of the Council when using ICT resources.


Device and Software Management

Only authorised devices may access Council systems. Software installations must be approved in advance, and unauthorised installation of applications or tools is prohibited.

Cloud-based services must not be used for Council business unless approved, ensuring that appropriate security and data protection safeguards are in place.

Council devices must not be modified or repurposed without authorisation.


Data Management and Security

All users are responsible for safeguarding Council data.
The Council will implement security measures proportionate to risk, including:

· Access controls
· Strong authentication
· Encryption where appropriate
· Secure cloud hosting
· Regular backups
· Secure data destruction

Sensitive or confidential information must only be stored and transmitted using approved secure methods.

Data breaches must be reported immediately to the Data Protection Officer.

Password and Account Security

Users are responsible for maintaining the security of their accounts. Passwords must be strong, unique and not shared with others. Multi-factor authentication should be enabled where available.

Devices must be locked when unattended. Any suspected compromise of login credentials must be reported immediately.


Network and Internet Use

Internet access is provided to support legitimate Council functions. Users must exercise care when browsing or downloading content and must not access inappropriate, illegal or offensive material.

Files unrelated to Council business must not be downloaded onto Council devices. Users should remain vigilant to phishing attempts and suspicious emails, and must not open attachments or links from unknown or unverified sources.


Email Use

Council email accounts are provided for Council business and must be used in a professional and appropriate manner.

All Councillors are required to use their official bognorregis.gov.uk email address for Council communications. Emails must reflect the standards expected of public office and comply with the Council’s Code of Conduct.

Care must be taken when sending emails to multiple recipients, including the appropriate use of blind copy (BCC). Confidential or sensitive information must not be transmitted unless appropriate safeguards, such as encryption, are in place.

Emails form part of the Council’s corporate record and may be subject to disclosure under Freedom of Information legislation.

The Council reserves the right to monitor email usage where necessary and proportionate to ensure compliance and protect organisational security.


Mobile Devices and Remote Working

Council-issued mobile devices must be secured using strong passcodes and, where available, biometric authentication.

Remote working must adhere to the same security standards as office-based working. Public Wi-Fi should not be used for sensitive Council business unless an approved secure connection is in place.


Health and Safety (Display Screen Equipment)

The Council complies with the Display Screen Equipment Regulations. Employees identified as regular DSE users must complete workstation assessments and report any issues relating to posture, eyesight or discomfort.

The Council will provide appropriate support, including eye tests where required under the Regulations.


Website Management


Website Governance and Editorial Control

The Town Council website is a corporate communications platform. Editorial control rests with the Town Clerk or a delegated officer.

All website content must be accurate, objective and consistent with adopted Council policy. Content must comply with the Code of Recommended Practice on Local Authority Publicity and must not be party political in nature.

The website will be reviewed regularly to ensure that information remains current, relevant and accessible.


Website Content Standards

Agendas, minutes and public reports will be published in accordance with statutory requirements. Accessibility standards will be maintained to ensure inclusivity.

Confidential or exempt material will not be published. Access to members-only areas of the website will be appropriately controlled.


Social Media

Where ICT systems are used in connection with social media, users must comply with the Council’s Social Media Policy.

Official communications must be clearly distinguished from personal views. Confidential information must not be disclosed, and conduct must not bring the Council into disrepute.


Monitoring and Audit

The Council reserves the right to monitor ICT systems where necessary to ensure compliance with this policy, protect security, investigate misconduct, or fulfil legal obligations. Any monitoring will be proportionate and carried out in accordance with UK GDPR and data protection legislation.


Reporting Security Incidents

All suspected cyber incidents, malware infections, unauthorised access attempts, data loss or security concerns must be reported immediately to the Town Clerk and Data Protection Officer so that appropriate action can be taken.


Training and Awareness

The Council will provide regular ICT security and data protection training to Councillors and staff. Completion of required training is mandatory.


Breach of Policy

Failure to comply with this policy may result in disciplinary action and/or referral to appropriate authorities where required.


Policy Review

This policy will be reviewed regularly and as legislation changes, technology develops or risks are identified.
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