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BOGNOR REGIS TOWN COUNCIL DATA PROTECTION (GDPR) POLICY
Adopted by the Council at its Meeting held on 11th May 2026







Introduction
We hold personal data about our employees, residents, suppliers and other individuals for a variety of Council purposes.
This policy sets out how we seek to protect personal data and ensure that Councillors and Officers understand the rules governing their use of personal data to which they have access in the course of their work.
This policy demonstrates the Council’s accountability under Article 5(2) UK GDPR and its obligation to be able to evidence compliance with data protection principles.
In particular, this policy requires Officers to ensure that the Data Protection Officer (DPO), and the Town Clerk, be consulted before any significant new data processing activity is initiated to ensure that relevant compliance steps are addressed and that appropriate technical and organisational measures are implemented in accordance with UK GDPR.

Scope
This policy applies to all Councillors and staff. You must be familiar with this policy and comply with its terms.
Failure to comply may result in disciplinary action and regulatory consequences for the Council.

Who is Responsible for this Policy?
The Deputy Clerk, as the Data Protection Officer (DPO) has overall responsibility for the day-to-day implementation of this policy in liaison with the Town Clerk who is ultimately responsible for compliance with UK GDPR and the Data Protection Act 2018.

Lawful Basis for Processing
We must process personal data fairly and lawfully in accordance with individuals’ rights.
This generally means that we should not process personal data unless the individual whose details we are processing has consented to this happening.
The Council will process personal data fairly, lawfully and transparently in accordance with UK GDPR.
All processing must be based on a valid lawful basis under Article 6 UK GDPR. For the majority of Council activities, the lawful basis will be:
· Performance of a task carried out in the public interest or in the exercise of official authority (public task);
· Compliance with a legal obligation; or
· Performance of a contract.
Consent will only be relied upon where it is appropriate, freely given, specific and capable of being withdrawn without detriment.
Where special category data is processed, an additional lawful condition under Article 9 UK GDPR and the Data Protection Act 2018 will be identified and documented.
The lawful basis for each processing activity will be recorded in the Council’s Records of Processing Activities.
Where processing is based on legitimate interests under Article 6(1)(f) UK GDPR, the Council will complete and retain a Legitimate Interests Assessment (LIA) to evidence compliance.

Data Subject Rights
Individuals whose personal data is processed by the Council have the following rights under UK GDPR:
· The right to be informed;
· The right of access;
· The right to rectification;
· The right to erasure (where applicable);
· The right to restrict processing;
· The right to data portability (where applicable);
· The right to object;
· Rights in relation to automated decision-making and profiling.
Not all rights apply in every circumstance, particularly where the Council is exercising official authority or complying with a legal obligation.
All requests relating to individual rights must be referred immediately to the Data Protection Officer (DPO).

Subject Access Requests
Individuals are entitled to request access to the personal data the Council holds about them.
All Subject Access Requests (SARs) must be referred immediately to the DPO.
The Council will respond to SARs without undue delay and in any event within one month of receipt, unless a lawful extension applies.
The DPO will verify the identity of the requester where necessary, assess any applicable exemptions, and ensure that the response is complete and compliant.
No fee will be charged unless a request is manifestly unfounded or excessive, in accordance with UK GDPR.

Data Retention
We must retain personal data for no longer than is necessary.
Retention periods will be documented, reviewed and justified in line with accountability obligations.

Data Security
You must keep personal data secure against loss or misuse.
In accordance with Article 32 UK GDPR, the Council will implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk.

Personal Data Breaches
Reporting breaches
All actual or suspected personal data breaches must be reported immediately to the DPO.
The DPO will assess risk, determine whether notification to the ICO is required within 72 hours, notify affected individuals where required, and maintain a breach register. 

Records of Processing and Data Protection Impact Assessments (DPIAs)
In accordance with Article 30 UK GDPR, the Council will maintain Records of Processing Activities (ROPA). These records will include details of:
· The purposes of processing;
· Categories of data subjects and personal data;
· Lawful bases relied upon;
· Data sharing arrangements;
· Retention periods;
· Security measures.
Where a proposed processing activity is likely to result in a high risk to individuals’ rights and freedoms, a Data Protection Impact Assessment (DPIA) will be carried out prior to processing commencing.
The DPO must be consulted on all DPIAs and any significant new data processing activity.

Training
All staff will receive training on this policy.
Training completion will be recorded and retained as evidence of compliance.

Monitoring
Everyone must observe this policy.
They will monitor it regularly to make sure it is being adhered to.
The DPO will liaise with the Town Clerk on all matters and report back as required.
The DPO & Town Clerk will monitor compliance and report issues and improvements to the Council.
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